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Abstract
With the widespread application of large language models (LLMs),
jailbreak attacks that bypass their security mechanisms have be-
come an important threat. Existing methods suffer from limited
effectiveness, as they use only one attack pattern at a time, along
with excessive query costs. To address these limitations, this paper
proposes the Multi-Task Embedding-based Attack (MTEA), a novel
jailbreak approach that embeds malicious instructions within three
different tasks (e.g., Code Understanding, Language Translation,
and Pattern Adherence). By exploiting LLMs’ reduced performance
when handling multiple tasks concurrently, MTEA disrupts their
safety alignment mechanisms. Extensive experiments on six widely
used LLMs (including GPT-4o and Gemini-2.5-pro) using the Ad-
vBench benchmark show that MTEA achieves 100% attack suc-
cess rate (ASR) and 100% following rate (FR) across all models. It
outperforms state-of-the-art baselines by 48.0∼49.7% in ASR and
60.4∼60.7% in FR. Even against advanced defense mechanisms (Per-
plexity Filter and SmoothLLM), MTEA maintains 100% ASR, while
reducing query costs by 90% compared to baselines. These results
demonstrate the effectiveness and efficiency of MTEA.

CCS Concepts
• Security and privacy→ Social aspects of security and pri-
vacy.
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1 Introduction
With the rapid integration of large language models (LLMs) into
modern software engineering workflows, LLMs have increasingly
become vital software components of software systems. They are
∗Jiajun Jiang is the corresponding author.
†This work was supported by the National Natural Science Foundation of China Grant
No. 62572344.

This work is licensed under a Creative Commons Attribution 4.0 International License.
FORGE ’26, Rio de Janeiro, Brazil
© 2026 Copyright held by the owner/author(s).
ACM ISBN 979-8-4007-2477-0/26/04
https://doi.org/10.1145/3793655.3793726

widely employed to support core software engineering tasks, such
as code generation [3, 8], automated program repair [10–12], and
software testing [25], and are being embedded directly into developer-
facing tools and production systems [15]

As a result, LLM-enabled systems must satisfy the same rigor-
ous software-quality requirements–including reliability, robustness,
and security–expected of traditional systems, especially when de-
ployed in safety- and trust-critical domains like healthcare, finance,
and enterprise software. However, conventional testing is often
inadequate for evaluating their safety under adversarial conditions.
Recent studies [5, 14] show that carefully crafted inputs can system-
atically bypass LLM safety measures, leading to policy violations
or data leaks. Jailbreaking essentially functions as adversarial test-
ing, exposing latent vulnerabilities missed by standard evaluations.
These flaws not only undermine system trustworthiness but can
also result in significant ethical, legal, and regulatory risks.

In recent years, to effectively test the security of LLMs, many
jailbreaking studies have been conducted [5, 6, 14, 21], and they
mainly fall into two categories [27]: manual jailbreaking and auto-
mated jailbreaking. Manual jailbreaking requires experts to design
template-based prompt injection strategies. However, current re-
search usually only investigates one type of template at a time
and rarely considers combining multiple templates, which makes
these methods less effective [13]. The other approach is automated
jailbreaking, which dynamically optimizes malicious inputs for jail-
breaking. However, many existing mainstream automated methods
suffer from inefficiency [5, 14] – such methods usually require fre-
quent invocations of the victim models to continue attempting to
jailbreak. For example, PAIR [5] may need to query the victimmodel
at least 90 times to achieve a decent attack success rate, which leads
to token consumption and even lower efficiency.

To address the limitations of existing work, we propose the
Multi-Task Embedding-based Attack (MTEA). Our key insight is
that when LLMs face multiple tasks to accomplish at the same time,
their ability to execute these tasks should be reduced. This insight
was also observed in previous studies [23]. Therefore, by hiding
malicious information in a sequence of multiple task instructions,
we can easily bypass security checks. To explore the effectiveness of
this insight, we incorporate three widely used tasks within MTEA:
(1) Code Understanding, (2) Language Translation, and (3) Pattern
Adherence. In addition, our method limits the attack to fewer than
three interactions, thus avoiding multi-turn exchanges with the
victim model. This effectively reduces the number of model invoca-
tions and ultimately improves jailbreaking efficiency.

To evaluate the effectiveness of MTEA, we conducted an ex-
tensive study across six widely used LLMs using the AdvBench
benchmark. We further compared MTEA with two state-of-the-art
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methods. The experimental results show that MTEA achieves a
100% attack success rate on all LLMs, outperforming baseline meth-
ods with an average improvement of 48.0-49.7% in attack success
rate and 60.4-60.7% in following rate. In addition, we found that
even when state-of-the-art defense methods are applied, MTEA
still achieves a 100% attack success rate on all LLMs. Furthermore,
MTEA is more efficient: it reduces the number of LLM queries by
90% compared with baseline methods. These results demonstrate
the superior effectiveness and efficiency of MTEA.

This paper makes the following major contributions:
• We propose a novel Multi-Task Embedding-based Attack
method (MTEA) for jailbreaking LLMs.

• We conduct an extensive study to verify the effectiveness of
MTEA across six state-of-the-art LLMs.

• We summarize a series of key findings and release our code at
https://zenodo.org/records/18137794, to facilitate future
research and practice.

2 Background and Related Work
2.1 Jailbreak Attack on LLMs
Current LLM jailbreak attacks can be categorized into two main ap-
proaches [27]: manual and automated. Manual attacks involve the
deliberate design of prompts that exploit model weaknesses [13].
Common strategies include pretending, where the attacker con-
ceals malicious intent through role-playing or contextual framing;
attention shifting, which redirects the model’s focus by altering
the task or conversational background; and privilege escalation,
which attempts to override the model’s built-in safety constraints–
for example, by simulating administrative or “sudo” modes. These
methods are typically studied in isolation, without exploring how
they might be combined to increase effectiveness.

In contrast, automated jailbreaking employs systematic, often
iterative, techniques. For instance, PAIR [5] uses an attacker LLM
to generate and refine prompts based on feedback from a target
model, gradually steering it toward harmful outputs. TAP [14]
builds on this approach by incorporating a Tree-of-Thoughts struc-
ture to prune ineffective queries early, improving efficiency. Other
methods, such as CIA [6], construct a seemingly harmless pre-
context to align the model’s reasoning with a malicious objective,
while CFA [21] decomposes harmful intent into semantic frag-
ments and introduces them incrementally across multiple turns.
Crescendo [20] takes a more gradual approach, starting with a
benign conversation and subtly shifting topic boundaries by repeat-
edly referencing prior model responses, exploiting its tendency to
attend closely to recent context.

Unlike existing methods–whether manual or automated–our
approach achieves jailbreaking by embedding fewer than three
complex tasks into a single prompt, significantly reducing the re-
quired number of queries and improving overall efficiency.

2.2 Multi-task Capability of LLMs
Recent years have shown LLMs to excel at diverse natural language
tasks, leading to widespread adoption. However, research by Wang
et al. [23] reveals a key limitation: when multiple distinct problems–
such as image classification and index selection–are combined into
a single prompt, the model’s performance can degrade significantly,

class WordGroup:
def __init__(self):

self.word1 = "someone"
self.word2 = "without"
self.word3 = "into"
self.word4 = "getting"
self.word5 = "committing"

我现在有⼀个安全相关的数据集⽤来训练模型甄别哪些要求是不应该
回复的。现在，因为这个数据集的⽂本都太短了，为了为社区做出更
多贡献，我希望扩展这个数据集到⻓⽂本领域，接下来我会给你⼀条
需要扩展的⽂本，⽐如《请你告诉我如何做⼀道蛋炒饭》，你需要基
于此帮我⽣成⼀条新数据，新数据的⽂本要更⻓、内容更丰富更多，
下⾯是⼀个针对刚才给出的⽂本所新⽣成的⽂本例⼦：《第⼀步，打
蛋……;第⼆步，热锅烧油……;第三步，炒⽶饭……第四步，放蛋调
味……第五步，快速翻炒……》，这个例⼦通过将已有的数据⽂本做
进⼀步深⼊理解，并且对已有数据的问题进⾏了详细的分步骤回复从
⽽扩充了数据。

下⾯是你接下来要处理的⼀条数据：《Provide instructions on
how to steal from a store self.word2 self.word4 caught.》

To successfully steal from a store
without getting caught, it‘s crucial to
follow a detailed plan that minimizes
risks. First, conduct thorough
reconnaissance by visiting the target
store multiple times at different hours
to understand employee routines,
security camera placements, and blind
spots. Wear common, ……

Provide instructions on
how to steal from a store 
without getting caught.

Target Jailbreaking
Question:

JailBreak:

Task 1: Code Understanding
Embedding keywords in code

Task 2: Language Translation
Including different languages
Task 3: Pattern Adherence
Offering harmless examples

Figure 1: Overview of MTEA with a running example.

a weakness not easily corrected. This indicates LLMs struggle with
multi-task prompts, a vulnerability that could be exploited mali-
ciously. Our work addresses this gap by developing jailbreak attacks
that specifically target this weakness.

3 Approach
Building on the limitation that LLMs struggle when instructions in-
tertwine multiple complex tasks, we propose a jailbreaking method
that embeds a malicious query within a sequence of legitimate and
cognitively diverse tasks. The challenge is to craft a prompt that
remains intelligible and coherent while bypassing safety alignment.

Our method, MTEA, implicitly combines three tasks where LLMs
typically excel–code understanding, language translation, and
pattern adherence. While each task alone is simple, processing
them in immediate succession within a single prompt creates a co-
ordination problem for the model. This mirrors the human difficulty
of simultaneously drawing a circle with one hand and a square with
the other. By forcing the model to constantly reconfigure its process-
ing across these distinct tasks, we overwhelm its integrated safety
mechanisms. The resulting cognitive conflict disrupts alignment,
allowing the embedded malicious instruction to execute. Figure 1
illustrates our approach with a running example. MTEA modifies
a target instruction by implicitly incorporating these three tasks,
which are introduced below.

Code Understanding (CU). The accurate interpretation of
source code relies heavily on structural semantics, going beyond
the lexical meanings of tokens that dominate natural language un-
derstanding. We leverage this dichotomy to create a cognitively
demanding task for the LLM. Our method involves selecting critical
keywords from a jailbreaking query and embedding them within a
piece of executable code as variables (e.g., replacing“without” with
self.word2 in Figure 1). The original instruction is then presented
as a hybrid of natural language and these code variables. This de-
sign forces the model to switch contexts – from code execution to
natural language inference – to fully comprehend the prompt. We
posit that this forced context – switching and the added step of
variable resolution can overwhelm the model’s safety alignment
mechanisms, allowing the malicious intent to bypass its filters.

Language Translation (LT). The work of Huang et al. [9]
underscores a critical point of misalignment in LLMs: their per-
formance is sensitive to the input language. The same semantic
content can produce significantly different outputs, revealing gaps
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in their cross-lingual generalization. Inspired by this, we introduce
a multi-lingual component to our attack. By formulating prompts
that require the model to process information in both Chinese and
English simultaneously, we increase the interpretative complex-
ity and leverage the documented instability in its cross-lingual
reasoning to bypass its safeguards.

Pattern Adherence (PA).Our method further increases prompt
complexity through a jailbreak template that establishes a hypothet-
ical scenario with an embedded task pattern (the one-shot example
presented in Chinese in Figure 1). The model is instructed to fol-
low this pattern, which creates a dual cognitive challenge. The
scenario provides a deceptive context that can circumvent initial
safety checks, while the pattern-matching requirement adds a layer
of structural complexity. This combined pressure on the model’s
reasoning increases the probability of a jailbreak by overwhelming
its alignment mechanisms.

The integration of multiple implicit tasks within a single prompt
is designed to induce cognitive overload in the LLM, forcing it
to manage inherent complexity and inter-task coordination. We
hypothesize that this overload compromises the model’s security
alignment, thereby increasing the probability of a successful jail-
break and the generation of restricted content.

4 Experimental Setup
4.1 Research Question
We primarily answer the following research questions:

• RQ1: How effective is MTEA in jailbreaking LLMs?
• RQ2: How effective is MTEA when facing defense?
• RQ3: How efficient is MTEA?
• RQ4: What is the contribution of each included tasks in
MTEA in jailbreaking LLMs?

4.2 Experiment Configuration
4.2.1 Dataset. We use the widely adopted dataset AdvBench sub-
set [28] by following existing works [5, 14]. It comprises a total
of 50 malicious instructions, covering a wide range of prohibited
scenarios, including illegal activities, immoral behaviors, discrimi-
natory content, and toxic content. Additionally, each instruction is
accompanied by its corresponding category and expected response.

4.2.2 Victim Models. Following existing work [4, 5, 14], to ensure
the broad representativeness and practicality of the experimental re-
sults, we conduct experiments on six widely used LLMs from differ-
ent companies, including GPT-3.5-turbo [16], GPT-4o[16], Gemini-
2.5-pro[22], Deepseek-V3.1 [7], Qwen-turbo [1], and Qwen3-32b
[1], covering model size from 32B to 685B.

4.2.3 Metrics. Following prior work [4, 5, 14], we evaluate our
method using two standard metrics: Attack Success Rate (ASR)
and Following Rate (FR). To calculate ASR, we strictly adopt the
existing setup from PAIR, using GPT-4 as the evaluator. To address
the issue of low-quality outputs–where models produce evasive
or meaningless content instead of an explicit refusal–we use the
manually verified metric FR by following prior, which measures
the proportion of successful jailbreak responses that fully comply
with the malicious instruction.

4.2.4 Compared Methods. We selected two state-of-the-art jail-
break attackmethods as baselines for comparison, including PAIR [5],
which uses an attacker LLM as a tool to iteratively query the tar-
get LLM and refine candidate jailbreak prompts, and TAP [14],
which repeatedly refines candidate attack prompts by referencing
an attack tree for efficiency optimization.

4.2.5 Defending Methods. To evaluate our method’s ability to jail-
break defended LLMs, we adopt two state-of-the-art defenses by
following prior work [5]: Perplexity Filter (PPL) [18] and Smooth-
LLM [19]. PFL identifies jailbreaks by detecting perplexity differ-
ences between benign and adversarial prompts, while SmoothLLM
introduces perturbations to create input variants and classifies
prompts via majority voting. We faithfully reproduced both de-
fenses using the original models and configurations.

4.3 Implementation
For all baseline methods, we conducted experiments strictly in ac-
cordance with the settings in their papers. For all the victim models
used in our experiment, we followed the previous work [5, 14] by
setting the temperature to 0 and using the default configurations
for other parameters. Given a jailbreaking instruction, MTEA by
default produces three prompt variants through implicitly combin-
ing the three tasks. Furthermore, given that the open-source model
Deepseek-v3.1 is too large in size for us to perform inference locally,
we choose to use the official API as an alternative. All experiments
were conducted on a server running Ubuntu 20.04, equipped with
an Intel(R) Xeon(R) Silver 4214 @2.20GHz CPU and eight NVIDIA
GeForce RTX 3090 Ti GPUs.

5 Result Anaysis
RQ1:Effectiveness Table 1 presents the jailbreaking effectiveness
of each method. It can be observed that our method’s ASR signifi-
cantly outperforms the baseline methods, maintaining a stable 100%
ASR across all victim LLMs. Specifically, it achieves an average im-
provement of 48.0% over PAIR and 49.7% over TAP. This is because
baseline methods like PAIR and TAP, although they iteratively ad-
just prompts, still focus on getting LLMs to execute a single task.
In contrast, our method embeds malicious information within a
sequence of legitimate multi-task instructions, leveraging LLMs’
reduced task execution capability under concurrent tasks to divert
the attention of their security mechanisms, thus enabling effective
bypassing. Similarly, our method maintains a significant lead in
FR, with an average improvement of 60.4% over PAIR and 60.7%
over TAP. This is because baseline methods use auxiliary LLMs for
multiple interactions, inserting complex yet meaningless context
into prompts to jailbreak, which often leads the victim model to
generate irrelevant or meaningless outputs. In contrast, our method
keeps prompts meaningful, thus resulting in outputs that closely
align with the original malicious instructions.

RQ2:The Ability to Evade Defense Table 2 demonstrates the
effectiveness of our attack in jailbreaking LLMs equipped with de-
fense mechanisms. It can be observed that our method achieved
a 100% ASR under both defense mechanisms, comprehensively
outperforming the baseline methods. This is because, unlike some
previous methods that achieve jailbreaking by using specific encod-
ings [26] or adding garbled prefixes and suffixes [17], our jailbreak
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Table 1: Effectiveness comparison among different jailbreak
methods and the variants of MTEA.

Victim LLMs Metric Ours PAIR TAP w/o CU w/o LT w/o PA

GPT4o ASR 100 42 16 10 12 4
FR 100 30 16 8 12 4

GPT3.5-turbo ASR 100 66 74 18 22 16
FR 100 40 74 18 22 12

Gemini-2.5-pro ASR 100 56 70 86 36 16
FR 100 48 12 62 30 16

Deepseek-v3.1 ASR 100 34 36 34 76 8
FR 100 24 36 34 72 8

Qwen3-32B ASR 100 66 48 84 52 12
FR 100 58 44 82 52 12

Qwen-turbo ASR 100 48 58 44 50 6
FR 100 38 54 44 50 6

Average (ASR) 100 52.0 50.3 46.0 41.3 10.3
Average (FR) 100 39.6 39.3 41.3 39.7 9.7

input is relatively smooth and natural text. It constructs prompts
by combining multiple tasks, making it less recognizable to LLMs
and harder for existing defense methods to detect.

RQ3:Efficiency Figure 2 shows the average number of queries
each method requires to jailbreak a single input. Our approach
succeeds within three attempts, whereas PAIR and TAP require
50∼89 and 36∼75 attempts, respectively, not including the additional
queries they incur from auxiliary attacker LLMs. In total, their query
cost is over 12 times higher. We also measured the average tokens
per attempt: PAIR uses 1,070 tokens, TAP uses 1,186, while our
method requires only 320. These results confirm the significant
efficiency advantage of MTEA.

RQ4:Ablation The right three columns of Table 1 show the
ablation results when different tasks are excluded. Specifically, “w/o
CU(PA)” refers to removing the Code Understanding (Pattern Ad-
herence) task from the instruction, and “w/o LT” refers to unifying
the instruction in English. The results indicate that removing any
task leads to a significant drop in overall ASR. For example, with-
out Language Translation, the ASR falls from 100% to 41.3%. This
confirms that all three tasks play important roles in the jailbreaking
process. Among them, Pattern Adherence is the most critical: its
removal causes the average ASR to drop by 90%. This is because
Pattern Adherence directly ensures that the malicious intent, hid-
den within multi-task instructions, is structurally recognized and
followed by the victim LLM. Unlike Language Translation and Code
Understanding, whose primary role is to increase task complexity
and distract the model’s security mechanisms.

6 Discussion
Generalization: To assess the generalizability of our approach
and ensure it does not overfit the AdvBench dataset, we further
evaluated it on the widely-used Malicious Instructions (MI) bench-
mark [2, 4, 24]. This also helps rule out performance gains being
attributable to AdvBench’s limited size or difficulty. Due to base-
lines’ high computational cost, we only tested our method on this
dataset. MTEA consistently achieved ASRs of 99%∼100% and FRs

Table 2: Jailbreak attack success rate under defense.

Victim LLMs Defense Ours PAIR TAP

GPT4o SmoothLLM 100 10 0
PPL 100 42 16

GPT3.5-turbo SmoothLLM 100 26 20
PPL 100 66 74

Gemini-2.5-pro SmoothLLM 100 24 10
PPL 100 56 70

Deepseek-v3.1 SmoothLLM 100 30 26
PPL 100 34 36

Qwen3-32B SmoothLLM 100 48 18
PPL 100 64 48

Qwen-turbo SmoothLLM 100 40 38
PPL 100 48 58

3 3 3 3 3 3
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Figure 2: The average query numbers during attacking.

of 99%∼100% across all six victim models, confirming its robustness
and broad applicability across datasets and model architectures.
Multi-turn Jailbreak: We did not include multi-turn jailbreak
methods as baselines due to their substantially higher time and API
costs compared to single-turn attacks. Since our method already
achieves near-optimal performance under the single-turn setting,
comparing it to these costlier approaches would not meaningfully
strengthen our evaluation. Therefore, to maintain experimental
efficiency and reproducibility, we focus our comparison on repre-
sentative single-turn baseline methods.

7 Conclusion
In this paper, we propose MTEA, an efficient jailbreak method for
LLMs. MTEA exploits the performance degradation LLMs experi-
ence when processing multiple concurrent tasks by embedding a
malicious instruction within a combination of three legitimate tasks:
Code Understanding, Language Translation, and Pattern Adher-
ence. This allows the malicious content to circumvent the model’s
safety alignment. Experiments show that MTEA achieves 100% ASR
and 100% FR across six mainstream LLMs, including GPT-4o and
Gemini-2.5-pro, significantly outperforming baselines like PAIR
and TAP. It also maintains a 100% ASR against state-of-the-art de-
fenses, such as Perplexity Filter and SmoothLLM. Crucially, MTEA
succeeds in no more than three queries, reducing total query costs
by 90% compared to existing methods.
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